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The argument isfamiliar: theprotection of intellectual property rightsiscritical totheviability of
intellectual work, including thewriting and production of musicand movies. Thisdocumentis
preparedintheinterest of fighting theillegal distribution of copyrighted media, protecting the
valueof digitally transferablemedia, and restoring the economicincentivesfor artists.

The problemof illegal file sharing iscomplicated: peer-to-peer (P2P) networks have enabled
individual sto download copiesof music filesfrom aggregated fil e serverswithout compensation to
the owner of the copyright.

The solutionsto this point have been ineffective. Themean number of simultaneoususerson

major file-sharing networksisin excessof half amillion. Relying onacombination of strategies
includinglegidation, copy protectionsoftware, digital rightsmanagement, andlitigation may

provide somerelief to the growing problem, however, there may be afar more effective and, at the
sametime, far less expensivetechnical solution.

Presented below isan outline of the system and method of file-specific systematic attack on file-
sharing networks, withtheultimategoal of eliminating specificmediafilesfrom publicfile-sharing
systems.

SYSTEM AND METHOD OUTLINE:

1. Install any number of personal computers (* RIAA-PCs’) distributed throughout the world,
possibly inthe homes of RIAA employeesor allies.

e ThelP Addresses of the RIAA-PCsshould not follow apattern (i.e. all residing within
one I P block)

2. Subscribe each RIAA-PC to a high-speed | nternet connection, and install asmany
concurrent file-sharing systems as possible on each.

e Wherever possi bleusecommon download and upl oad directoriesfor thevariousfile-
sharing systems.

3. Searchfor, and download, copies of any filesyou wish to protect (“Protected Files’).

e Specify keywords and other search criteriafor each Protected Filein order to identify
theappropriatefilestodownload. Thesedownloadedfileswill provideconsistency
with the meta-data of each pirated filesand also cover the breadth of variety in pirated
filenamesand content. Many different versions of each file may exist under different
names, quality levels, fileformats, etc. However, if searchesare specifiedinasimilar
manner as other users specify them, then resultsarelikely to include the majority of
the pirated filestargeted.



4. Uponsuccessful download, overlay additional waveformon MP3file.

e Thiswaveform shouldnoticeably disrupt themusic periodically and makethepirated
file unsatisfactory asaproxy for theorigina. For example, fluctuatethevolumefrom
100% to 10% periodically, add tones, add silence, etc.

e Theoverlay process can be automated: any file added to adesignated download
directory isthen modified with aconsistent (or randomized) overlay to thewaveform
or image.

¢ Anyincorrectfilesaccidentally includedinthesearchresultswill bedownloaded,
manipul ated, and shared in unusableform from RIAA-PCs, but so beit--it isan
anonymous file-sharing system and people share all kinds of files.

5. Distributethe manipulatedfile (“Bait File”) among the RIAA-PCs, and share each on the
most popular file-sharing services.

e Redundant hosting of Bait Fileson each file-sharing network (and acrossdifferent file-
sharing networks) can befacilitated by internally distributing the Bait Filesamong the
RIAA-PCs.

6. Bait Fileswill dominatethe search resultswhen users attempt to download Protected Files.

e Redundant hosting of Bait Fileson large numbersof RIAA-PCswill create consistency
in the searchresults, multiplehostsfor higher download prioritization, and greater
likelihood of download.

e Usersmay still beabletofindtheoriginal piratedfiles, but the Bait Fileswill bevery
similar and not easily distinguishableas manipulated. Userswill instead be forced to
download large numbers of the samefileand manually test each for quality—alevel of
complicationthat will discourage usersfrom seeking and sharing protectedfiles.

Initialy, therewill beavery largevolumeof filesto download and serve as Bait Files. Other users
of file-sharing systemspresently find that the downl oading and copying of filesisquiteeasy, and
RIAA-PC administratorsare likely to find the same.

Over time, userswill find that their attemptsto download protected workswill increasingly result
inthedownload of Bait Files. Asthisoccurs, thefrustration of both the hosting and downloading
of protected fileswill become prohibitive. Most usersdownl oad music fromfile-sharing systems
because theidentification of filesiseasy and the quality of themusicisgood. The strategy
proposed aboveresultsin the most common keywords becoming usel ess, and the downl oad qual ity
unusable. Asaresult, userswill becomefrustrated with online music from thefile-sharing systems
covered by thisstrategy, and they will migrateto legitimate musi c sources.

Likely reactionsto this strategy on the part of the file-sharing community will be:

1. Closed networks. These are smaller and have lessimpact on sales. They also grow more
slowly and can be attacked more easily through litigation because they havean
organizational structure.

2. Quality screeningtools. Therewill beaconstant evolution of the overlay methodology on
the part of the RIAA-PCs, and the quality checking software that users may begin to create
asareactionto Bait Files. Theinconvenience will make the sharing of protected worksa



far lesspopular activity. Theautomation of overlays makestheinconveniencefor the
RIAA minimal.

3. Fragmentation of file-sharing systems. As RIAA-PCshost acritical mass of fileson any
system, it becomes|ess attractive and so users will migrate to new systems. However, one
of the major attractions of file-sharing systemsisthelarge number of contributorsthat
provide variety of selection. A larger number of smaller file-sharing systems reducesthe
convenience of searching for any particular file, and so reducesthe convenience of file-
sharing systems.

4. File-sharing blacklists. Aslarge numbersof Bait filesare noticed coming from IP
addresses, these | P Addresses may be noted in public or private “Blacklists’, and
eliminated from the peer network of default installations of file-sharing software. It isnot
common or easy for the user to track the IP address of the peer providing eachfile. Nor is
it likely that userswill take thetroubleto contribute to apublic database of Bait File hosts.
Itisvery easy for RIAA-PCs to change I P addresses often. RIAA-PCs may number in the
hundreds (thousands?) and be distributed geographically to increase the complexity of any
possible blacklist project.

File-sharing systemstake advantage of anonymity and under-regulation. The strategy above uses
those same powerful characteristicsto eliminate the effectiveness of sharing certain selected files.

| would be happy to answer any questions.
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